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1.1 Intended Use

ONVIF Device Manager is a software application used to administrate network
video servers and cameras within CCTV systems. The User Guide describes the
product installation, video encoder, network and analytics configuration, the
software update and troubleshooting. Thus, the document is intended for the
personnel responsible for administrating CCTV systems and separate network
video surveillance devices with the help of ONVIF Device Manager.

1.2 System Requirements

Windows XP SP3 operation system (or higher; Windows 7 recommended)
Microsoft .NET Framework 4

1 Gb RAM (2 Gb recommended)

40 Mb of free drive space
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2.1 ONVIF Device Manager Setup

1. Download onvifdm.msi setup-file from Synesis
(http://synesis.ru/ru/surveillance/downloads) or SourceForge
(http://sourceforge.net/projects/onvifdm/) web site.

rﬁ‘;—‘ OMVIF Device Manager |E| =] |E|‘
Welcome to the ONVIF Device Manager Setup A
Wizard e as

=y

The installer will guide you through the steps required to install ONVIF Device Manager on your
computer.

WARNING: This computer program is protected by copyright law and intemational treaties.
Unauthorzed duplication or distibution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maxdmum extent possible under the law.

2. Run onvifdm.msi.

Setup Wizard will check if Microsoft .NET Framework 4 is installed to the
computer. If it is absent, the following message is displayed.

%

j{{'}' OMVIF Device Manager EE

This setup requires the .MET Framewark version 4.0. Please install the NET Framewark
and run this setup again. The .MET Framewaor: can be obtained from the web. Would
you like to do this now?

Yes | [ No ]

3. Click Yes. You will be redirected to http://www.microsoft.com/.
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4. Download dotNetFx40_Full_setup.exe and install .NET Framework according
to the setup instructions.

5. After Microsoft .NET Framework 4 setup run onvifdm.msi again.

6. Windows User Account Control may ask for the permission to continue the
installation. Click Yes.

7. To complete ONVIF Device Manager installation process, click Close.

ﬁ OMVIF Device Manager EI =] @
Installation Complete LA

ONVIF Device Manager has been successfully installed.

Click "Close" to exit.

Flease use Windows Update to check for any critical updates to the NET Framewarl.
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2.2 Starting ONVIF Device Manager

1. Launch ONVIF Device Manager from he desktop or Start menu.

2. During the first launch, Windows Firewall may ask for the permission to
open access to the network for onvifdm.exe. Click Allow access.

F ™

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of onvifdm on all public and private netwaorks.

O Name: onvifdm
Publisher: Synesis

Path: D:\svnlonvifdmsources\bin\debug\onvifdm. exe

Allow onvifdm to communicate on these networks:
Private networks, such as my hame or wark netwark

[#]Public networks, such as those in airports and coffee shops {not recommended
because these netvmrks often have litde or no security)

What are the risks of allowing a program through a firewall?

| Fjalowaccess | | cancel |

3. After ONVIF Device Manager has been launched, your device is
automatically detected and displayed at the end of the device list on the
left. If the device has not been detected automatically, check the connection
and click Refresh.

Device list

Mame, location or address ] Cancel Identification

. A Tirme settings
AXISPI301-2 Maintenance
Firmware 5.40.9 Metwork settings
Pu:ldn?ss 192.168.0.29 User management
Location kitchen —_—
- Certificates
Kipod Server Systern log
Firmware 433.379 Relays
Address  192,168.0.91 Weh page
Location countryfundefined; cibyfunc Everts

Kipod Server

Firmware 372298
Address 192.168.0.44
Location countryfundefined; cityfunc

| VIDEO SOURCE @ CH-A-H264

Live wideo

MB-2 Wideo ?treammg
- Analytics
Firmware 1: -
Address 02,168 ~ ules
Location countrfundefined; ci {8 eyl : Metadata
- PTZ control
Profiles
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4. To make sure the device is selected correctly, check live video snapshots
from the active video channels. If the snapshots are not displayed, check

Enable snapshots in Application Settings ( button).

Application settings x

Userinterface settings

Language
Showe wideo playback statistics
Yideo rendering fps

Cpenweb in external browser

Ewents settings

Enable events subscription [v|

Event subscription type

|PullPoint if available |« |

Base Subscription port number |

2085

Gawe events to disk ]

Dewvice communication settings

IEnahIe shapshots

Enable plugins
Use extended filker editar

Yideo strearning transport

|. Spply || Cancel
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3.1 Video Server Identification
1. Click on the device.
Select Identification at the top of the menu list.

Check that Device ID value coinsides with its serial number.

> W N

Fill in Name and Location fields.

5. Click Apply. Your settings are saved.

Identification tab contains URI parameter necessary for
connecting the device to a video management system.

Identification

Identification

Tirne settings Marre | ME-2

haintenance
Metwvork settings

User managernent

Location | counthyfundefined: city/undefined

Manufacturer | Syhesis

Model | MB-2

Certificates

Systern log

Relays Firmware | 12875700
Web page

Dewvice ID nooooooonooooooF

Bwents

IP address | 194.168.3.55, 169.254.223.135

VIDEQ SOURCE Ok CH-A-H264 |

|
|
|
|
Hardware | 1.0.6 |
|
|
|
|

MAC address | CC-EE-99-66-EE-11

OMVIF version | 2,20

LIRI: | httpS:frfrlgz.153.3.55fﬂﬂvifdeUiEE_SEr‘-.-'iI:EI

Live wideao

Wideo strearning
Lnalytics
Fules
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3.2 Time Settings

For correct functioning of access management system, it is necessary to
synchronize the time on the device and on the user’s computer. If the device is
equipped with a real-time clock with independent power supply, the time is
synchronized automatically.

For video servers and cameras not equipped with an RTC-clock or independent
power supply, it is necessary to select Synchronize with NTP server option.
Otherwise, in case of power cut the time on the device is reset, and it is
impossible to access the device from the PC.

Time settings

Current tire 18:23:40 22082012

Tirme zone:

stol-4 -]

[ Autarnatically adjust for daylight saving tirme changes,

Tirne settings:

Synchronize with NTP sewer

Please go to Metwaork settings link to set up MTP sepvers

Spply | Cancel
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3.3 Network Settings

Select Network Setting from the device menu. By default, the settings are the

following.

DHCP: On M
IP Address: | 192.168.3.55 |
Subnet mask: | 255.255.248.0 |
Default gateway: | 192.168.1.2 |
Host name: |oHep|w| [ nE-2-D0DF |
DMS: \DHCP|=| | 8668 |
MTP sepeers: |Manual|v| | l.poal.ntp.org: Lpoolntp.org; 2.|:n:n:n||
HTTP ports: |Enable|=| | 20 |
HTTPS ports: |Enable|v| | 443 |
RTSP parts: |Enable|+| | 554 |
Enable zero config: [v] 1A9,254,223,135

OMWIF discovery mode: |Disu:u:werah|e |'r|

3.3.1 Settings for a Network with DHCP Server

Nowadays, most networks are equipped with a DHCP server which
automatically assigns an IP-address to devices connected. In this case fields IP
Address, Subnet Mask and Default Gateway are filled automatically and
uneditable.

1. Host name, DNS and NTP servers can either be received from DHCP or
entered manually. Select the option you need.

2. After all the settings are selected, click Apply.

3. Wait until the devise reboots.

CuHesnc | UG-ODM-RU-120-503-6 | V 1.1 9



ONVIF Device Manager | User Guide

3.3.2 Settings for a Network without DHCP Server

If the network has no DHCP server, the device IP address is determined
automatically via ZeroConf protocole (Enable zero config option is checked by
default).

1.

4,

5.

In computer’s network settings select Receive IP address automatically. (If
a static IP address is selected, the video server will not be shown in the
device list as belonging to another network).

In order to assign the device a static IP address (eg., in a network without
DHCP server), select Off in DHCP dropdown. After that fields IP address,
Subnet mask and Default gateway are possible to edit manually.

Fill in fields Host name, DNS and NTP servers manually.
Specify other settings and click Apply.

Wait until the device reboots.

3.3.3 Discovering device in a network

To make device function without being discovered in the network, select non
discoverable option as ONVIF discovery mode.

To make it visible in the list select discoverable.
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3.3.4 Additional Settings

In most cases a video analytical device is connected to a local network and has
a local IP address. In order to get access to the device beyond the local
network, or to connect it directly to the Internet, the following settings are
necessary.

1. Go to Web page to Network tab.
2. Check Enable NAT traversing.

3. Enter Global IP address.
4

. Specify NAT ports and click Apply.

Web page

B | https:/F192,168.3.55/params/nat.cgi

Video inputs Metwork: Video analytics PTZ node Recorder

Network

Enable NAT traversing

Global IP address: 1721612

NAT port mapping

HTTP port: a0
HTTPS port: 443
RTSP port 554
FTP port: 29

Apply Cancel
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3.4 User Management

ONVIF Device Manager supports the following types of users.

Anonymous user is not registered in the system and, therefore, can have
unlimited access only to those devices from the list where no users from other
categories (“user”, “operator”, “administrator”) are registered. On the devices
with at least one abovementioned user, anonymous user has right only to view
time settings.

Administrator has access to all application sections and features, the rights to
reboot the device, reset the settings and update the firmware, create other
users with different access rights.

A The first user on the device must be created as Administrator.

For the differences in Operator’s and User’s access rights (by default), consult
the table on the following page.

CHANGE - the right to change current and create new settings.

VIEW - the settings are not hidden, but it is not permitted to change and
create them.

HIDDEN - Certain settings or even the whole section is hidden.
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Application section or feature Operator User
Identification VIEW HIDDEN
Time Settings VIEW VIEW
Maintenance

Configuration backup HIDDEN HIDDEN
Configuration restore HIDDEN HIDDEN
Soft factory reset HIDDEN HIDDEN
Hard factory reset HIDDEN HIDDEN
Device Reboot CHANGE HIDDEN
Firmware update HIDDEN HIDDEN
Network Settings VIEW VIEW
Users HIDDEN HIDDEN
Certificates VIEW VIEW
System Log HIDDEN HIDDEN
Relays Settings CHANGE VIEW
Web Page CHANGE
Events (including filter management) CHANGE CHANGE
Live Video (including rtsp-link) CHANGE CHANGE
Video Streaming CHANGE VIEW
Analytics
Object tracking CHANGE VIEW
Depth calibration CHANGE VIEW
Service detectors CHANGE VIEW
Antishaker CHANGE VIEW
Annotation settings CHANGE VIEW
Rules CHANGE VIEW
Metadata CHANGE VIEW
Profiles CHANGE VIEW
Settings (Kipod Server) CHANGE VIEW

CuHesnc | UG-ODM-RU-120-503-6 | V 1.1 13



3.4.1 Creating Users

ONVIF Device Manager | User Guide

management tab and click

Create.

2. In the next window specify User
name, password (2 times), and
his role in the system
(administrator,  operator or
user). Click Apply.

Palicies: [ Backup H Restore ]

Jsers:
Mame: kAr M hite
Password:
Role: Administrator
Mame: kAr.Black
Password:
Role: Operatar
Mame:  bAr.Gray
Password:
Role: User

Create I Modify || Delete ]

User management

Role:

Marme:
Passward:

Fepeat password: | 1234586

| BAr, ifhite
| 123456

|
|
|
|.ﬁ.dministratnr |v|

A The first user on the device must be created as Administrator.

The following message is displayed, and the user is added to the list.

SESFI0N,

To edit user data, use Modify button.

To delete a user, click Delete.
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3.4.2 Login

1. After launching ONVIF Device Manager, enter user name and password in
the corresponding fields at the left upper corner of the window.

O ONVIF Device Manager v2.1.6654

Marme Password Login Rermember

2. To remember login and password for the next application launch, check
Remember before logging in.
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3.4.3 Viewing Device User Data
Administrator can view the data about device users.
1. Open System Log tab.

2. Select Access as log type and click Get.

System log

Select systermn log type:

Access log at 16:14 on 23.08.2012
A

Aug 23 16:3001 (hone) auth.info app[582]: onvifs ACCESS ta Renew fram HOST: 192,168.0,12 by USER: Mrihite GRAMTED
Aug 23 16:37:01 (hone) auth.info app[582]: onvif: ACCESS to Pulltessages frorm HOST: 192,168.0,12 by LSER: kW hite GRANTED
Aug 23 16:37:33 (hone) auth.info app[582]: onvif: ACCESS to Renew frorn HOST: 192.168.0.12 by USER: Mrihite GRANTED
Aug 23 16:37:33 (hone) auth.info app[582]: onvif: ACCESS to Pulltessages frorm HOST: 192.168.0012 by USER: MrMehite GRANTED
Aug 23 16:37:33 (hone) auth.info app[582]: onwif: ACCESS to Renew frorm HOST: 102,168.0.12 by USER: Mriwhite GRAMTED
Aug 23 16:37:33 (hone) auth.info app[582]: onvifs ACCESS to Pullhessages from HOST: 192,168,012 by USER: MArWhite GRAMTED
g 23 16:38:05 (hone) auth.info app[582]: onwif: ACCESS to Renew from HOST: 192,168.0,12 by USER: Mrihite GRAMTED
Aug 23 16:38:05 (hone) auth.info app[582]: onvif: ACCESS to PullMessages frorm HOST: 192.168.0.12 by USER: Mr MW hite GRANTED
Aug 23 16:38:05 (hone) auth.info app[582]: onvif: ACCESS to Renew frorn HOST: 192.168.0.12 by USER: MrAhite GRANTED
Aug 23 16:38:05 (hone) auth.info app[582]: onvif: ACCESS to Pullbessages frorn HOST: 192.168.0012 by USER: MrMehite GRANTED
Aug 23 16:38:38 (hone) auth.info app[582]: onwif: ACCESS to Renew frorm HOST: 102,168.0,12 by USER: Mrihite GRAMTED
Aug 23 16:38:38 (hone) auth.info app[582]: onvif: ACCESS to Pullhessages from HOST: 192,168.0,12 by USER: MArWhite GRAMTED

AL T AR F L DLkl Sl fo LW TEAT. L L ACETOC LD P s LIEETL AR AR A AT L LICE L AR CRARITER

3. To save the log to a separate file use Save button at the right corner.
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3.4.4 Changing Default User Settings

The list of rights assigned to each user category is possible to edit. For this
purpose, device settings are saved in a text file containing program code. The
file is edited and imported back to the system.

We strongly recommend that this operation is fulfilled by qualified personnel or
our customer service specialists.

1. In order to save the current user settings to a file, go to User Management
tab.

2. Click Backup in Policy section. File save dialogue will open to save the
current settings to a .txt file.

Paolicies: - Festore |

dsers:

Mame: kAr MFhite

Password:
Role: Admministratar

| |
3. Edit the file the way you need.

4. In order to upload the edited file, click Restore and select the file on your
hard drive.
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3.5 Certificates

Safety certificates allow you to transfer data via a safe connection.
3.5.1 Certificate Upload

1. To upload a certificate click Upload.

2. Select the certificate file from your hard drive (.pem).

3. Enter certificate name and click Upload Certificate.

Certificates

Enter certificate name: | 14043067001663107556

Details:

[o] Wersion: 1
SerialMumber: 14043067091663107556
LisuerDM: C=DE,5T=Hamburg,L=Hamburg,O=httpi,CM=example.com,E=example@example.corm
Start Date: 15,10,2010 18:58:47
Final Date: 15.10,2011 18:58:47
SubjectDM: C=DE,5T=Hamburg,L=Hamburg, O=httpi,CH=exarmple.com,E=exarmple@example.corm
Public kKey: Org.BouncyCastle, Crypto.Parameters. RsakeyParameters
Signature Algarithrm: SHA-Lwith RE4,
Sighature: b13b2%9e2f4b38aTfoeefa0a546f 18130734582
6f3fEa511d54453724albdfdald2c0d24ble5fha
fh72flafcd48377f82abled90acTdlb4Tatbel2
Sb051424958b2ffc013e278e01ab 796546 222801
eeTiclTehi8dbda3fadci1T31alo8ache 4ThA5E
868dbE963bEci051aabdaded6523ffhTdb 412 chs
69f8Eba643achTeb

[ Upload Certificate l Cancel ]

4. Check the certificate and click Apply.

Upload Certificate | Uplaad ..

Walidity: 30.08.2011 - 29.09.2012
Serial number: 144362 26810993423173
CM: ESC

Spply l[ Delete l

5. For the correct functioning of the certificate, go to Network Settings and
enable HTTPS protocole.
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6. Click Apply to save the settings.

Network settings

DHCP: |off =]
IP &ddress: | 192.168.0.48 |
Subret rmask: | 255.255,248.0 |
Default gateway: | 192.158.1.2 |
Host narme: |Manual|'| |ME-2-I]I]DF |
DMS: (Wanual| < | | 192,168.1.8; 192,168,116 |
MNTP servers: |Manual| 1|r| | 0.pool.ntp.org; Lpoolntp.org; 2.p|:u:u||

HTTE ports: Enable|«] | 80 |

HTTPS ports: | 443 |
RTSP ports: Enable|=| | 554 |

Enable zero config: [w] 169.254.17.148

OMWYIF discowvery rmode: |DiSED'-.-'EI’ah|E |T|

I Spply I Cancel l

3.5.2 Deleting a Certificate
1. Disable HTPPS protocole in network settings.

2. In Certificates tab check the certificate and click Delete.

CuHesnc | UG-ODM-RU-120-503-6 | V 1.1 19



ONVIF Device Manager | User Guide
3.6 Relays Settings (optionally)

Relays tab contains information on all the relays connected to the device.

Digital outputs (relays) Relay options:

RELAYT Relay token RELAY I

RELAY1 Relay mode H
Relay idle state
Delay tirne | 30

Relay state:

[ Activate l l Deactivate ]

To configure a relay, perform the following actions:
1. Select a relay from the list on the left.

2. Set relay mode, idle state and delay time.

3. Click Set.

To activate or deactivate the relay use the corresponding button.
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3.7 Web Page

The appearance and functionality of the web page depends on the device
connected and its manufacturing company. For this reason, this section cannot
be described within the current document.

Functionalities of devices by Synesis represented on the web page are
described in relevant sections of the User Guide.

To open the web page in a separate browser, check Open web in external
browser in Application settings ( button).

Application settings b4

Userinterface settings

Language H

Show video playback statistics
Video rendering fps

EI& <

ICIpen wieh in external browser

Events settings

Enable events subscription [w|
Event subscription type |F'uIIF'|:|int if a'-.failahle|v|
Base Subscription port nurmber | 2035 %
Save events to disk ]

Device communication settings

Enahle snapshots [w]
Enable plugins [
e extended filter editar ]

Wideo streaming transport H
|. Spply || Cancel l
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3.8 Recording to a Removable Storage Device

3.8.1 Recording Settings

1. Go to Web page to Recorder tab.

Video inputs Metwork Video analytics PTZ node Recorder Mailer Cloud Support

Recorder

To getthe report use this link.

Storage status

Channel Status Recorder activity

Channel 0

VIDEO SOURCE 0 ) Continuous @ Event ) Disabled

nsp JPEG 720x480

Channel 1
VIDEQO SOURCE 1 ) Continuous ) Event @ Disabled

nsp H264 7204576

Apply | cancel

ralen

2. Connect a USB storage device to the video server and wait until its status
changes to Ready.

3. Select recorder activity type for each video channel: Continuous or Event.

Continuous recording is performed in continuos mode regardless to video
analytics events. When the removable storage memory is full, the oldest
recordings are removed automatically, releasing space for the newer ones.

Event recording is triggered by a video analytics rule, pre- and post-recording
time comprising 10 seconds.

4. If one of the channels does not require recording, select Disabled in
Recorder activity.

5. Click Apply to save the settings.
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3.8.2 Recorder Report

To get the recorder report, use the link in the upper line.

| https:/192,168.3 80/ pararms/show_report.cgiflang=en

Video inputs MNetwork Video analytics PTZ node Recorder Mailer Support

Recorder Report

Content
Record Part
CONTINUOUS_RECORD_VIDEO_SOURCE_D 201208 24
Archive
Record Part Track Data

NAPSHOTO01_PART_0 jpeg
NAPSHOTO01_PART_1 jpeg
NAPSHOTO01_PART_2 jpeg
NAPSHOTO01_PART_3 jpeg

CONTINUOUS_RECORD_VIDEQ_SOURCE_D 2012_08_24_15_42_42 SNAPSHOTO01

rulen

3.8.3 Sending Recording Notifications

The system allows sending notifications about the recording to an e-mail
specified.

1. To confugure notification sending, go to Mailer tab in Web page.

2. Specify SMTP server name, user name and password (the same as for
sender’s e-mail), mail sender and recipient.

3. To save the settings, click Apply.

|https:ff’lg2.168.3.Sﬂf'paramsfmailer.cgi

Video inputs MNetwork Video analytics PTZ node Recorder Mailer Support

Mailer

SMTP server: smip.//smip.example.com
User name: admin

Password: sssee

Mail sender. admin@example.com
Mail recipient: <user@example.com:

Apply | cCancel

rulen
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3.9 Events

3.9.1 Section Settings

This section allows viewing all the events registered by the device in text
mode.

1. To enable Events section on the device, check Enable events subscription in
Application settings (checked by default). To access Application Settings,

click .
Application settings ®

User interface settings

Language English
Showe wideo playback statistics

{II

Video rendering fps an

;

Openwweb in external browser ]
Ewvents settings
[Enable events subscription IE
Event subscription type MIPDint if availahle|v|
Base Subscription port humber | 2085 %
Save events to disk ]
Device communication settings
Enable snapshots [+
Enable plugins [+
IUSE extended filter editor Ij
Video strearning transport uop -

[.ﬂ.pply I Cancel l

2. From the dropdown select event subscription type. By default PullPoint if
available is selected.

3. Selecting Only Base Subscription, specify port number.

4. To save the settings, click Apply.

CuHesnc | UG-ODM-RU-120-503-6 | V 1.1 24



ONVIF Device Manager | User Guide
3.9.2 Metadata Configuration

To optimize separate events search, the application supports Metadata
Configuration.

1. In filter expression settings select expression type and enter the expression
to create a filter.

2. Click Add filter. The filter will appear in the filtes list on the left.
3. To specify the filter details unfold More details section.

4. In Prefix list only those prefixes are available which are used in the current
.xml document. In order to be able to create prefixes manually, check Use
extended filter editor in Application Settings (, see the previous picture).

# | Metadata configuration

Filters: Filter expression setkings:
Content  Emvironmental Conditions Expression type |Content Iter'nF|Iter
Expression | Environrmental Conditions | | Add filter l

| Mare details:

Prefix list
trsl hitp:f A, orvif.orgfverlltopics
t® hittpef A, orwif.orgAverllschema
thsx hittp:f Fnmnea, synesis, rufonviftopics
TopicSet
- <root> (=1

- <tnsl:iActionEngine=
- <Failed wstop:topic="true">
- =<tt:MessageDescription
IzProperty="trua">
+ <tt:Source>
</tt:MessageDescription>
</Failed=
- <Completed wstop:itopic="true">
- <ttiMessageDescription
IsProperty="true">
- =tt:Source>

<tt:SimpleltemDescription hi
4 m r
 Apply
Arrival tirne Tapic I Property Operation Data

121515 thsLideodnalyticstnssMotion&larm Changed State: false

12:15:47 thsxhanitoring/EnviranmentalConditions Changed Ternperature: 48

121547 thsaebonitoring/CPUUsage Changed Walue: 100000000

12:15:47  tnsebonitoringf/DEPUsage Changed Walue: 0.000000

12:15:47  tnseMonitoringfMernongUsage Changed Walue: 49.000000

121547 tnsebonitoringftnseMetworkUsage Changed Walue: 0.000000

For detailed filter management rules consult ONVIF specification
http://www.onvif.org/specs/core/ONVIF-Core-Specification-v220.pdf, chapters
9.5.5and 9.7.3.
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4.1 Application Settings

The application provides several video transmission settings, common to all the
devices connected.

1. Check Show video playback statistics to display this parameter within the
video frame (frame per second frequency for rendering and decoding).

Live video

2. In order to enable this option, check it in Application settings ( button).
3. Set Video rendering fps.

4. From the dropdown select Video streaming transport. This parameter
denotes, via which protocol ONVIF Device Manager receives video stream
from netwok video transmitter (NVT).

5. Set the necessary values and click Apply.

Application settings b4

dserinterface settings

Language H
Showy video playback statistics [w]

ideo rendering fps | ElIN—
Openweb in external browser |

Everts settings

Enable events subscription [
Event subscription type |F'uIIP|:|int if availahle|v|
Base Subscription port number | 20as5 %
Save ewvents to disk O

Dewvice communication settings

Enable snapshots [v|
Enable plugins [v|
se extended filter editar ]
Wideo streaming transport upp |-
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4.2 Additional Settings (optionally)

The application allows choosing video standard for each channel. For better
video reception quality, the standard on the channel and on the video camera
should coincide. For example, the camera transmits analogue video via NTSC.

For correct video reception, it is necessary to set NTSC video standard on the
receiving channel.

1. To configure video channels, go to Web page, Video inputs tab.

2. Select video standard for each channel (PAL or NTSC) and select Apply.

| https: /192,168,380 /params fvi.cgi

UGELENLCM  Network  Video analytics

FTZ node Recorder Mailer Support

Video inputs
Channel Video standard
Channel 0 )

@ PAL
VIDEO_SOURCE_D © NTSC
rtsp JPEG 720%576
Channel 1 )

@ PAL

VIDEO_SOURCE _1

nsp H264 720x576

5 NTSC

Apply Cancel

rufen
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4.3 Channel Configuration (optionally)

1. Go to Settings of the selected video channel.

Kipod Server

Settings

Identification

klaintenance

Tirne settings

Metwork settings

User managerment

Certificates
Systern log

Web page
Ewvents

Receivers

P

ENGIME [ Engine Control 0

Live wideo
Aralytics
Settings

2. Select the receiver from the dropdown.

W

Receivers |RECENER_004|+

I i |r‘tsp:fflEIE.lﬁE.D.lEﬁfr‘nedia[ll
Transport LDp
hdode AutoConnect

Resolution T20 x| 576 %
IEnahIe contral IFI

| Lpply

In Uri-field paste rtsp-link to the video, copied from the network device

transmitting or processing live video (IP-camera, video-encoder).

Specify video resolution.
Check Enable control.

Click Apply.

N o u bk

Go to Live video section.

Here you can see the video, the link to which you have specified.
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4.4 Video Streaming (optionally)

This section allows you to configure the following parameters of displaying
video:

Encoder and resolution (pixels) of the video (selected in the dropdown).

Frame rate (frame per second) denotes how many frames per second are
captured by the video camera connected to the device. This parameter is
uneditable and shown just for information.

Encoding interval (number of frames) denotes at which rate the frames coming
from the camera are encoded. For example, when encoding interval comprises
25, it means that 1 frame from 25 captured per second is encoded and
transmitted to the user. The maximum value reduces the load to the channel,
but may cause skipping information from the frames that were not encoded.
Reducing encoding interval will increase the frequency of picture update, as
well as the load to the channel. The parameter is set with the help of slider
bar.

Bitrate limit (kbps) is the amount of information required to play one second of
video. The less the bitrate is, the less the final video file size will be. But when
the bitrate is considerably reduced, the program will have to use stronger
compression algorithms, which reduces video quality, too. The value is entered
manually or with the help of spin box.

Quality is the parameter which enables to reduce the load to the channel by
means of reducing the picture definition. The parameter is set with the help of
slider bar: the left most position corresponds to the highest picture definition,
the right most to the lowest load to the video channel.

GOV length is possible to edit only in case the encoder is H264. This parameter
denotes the length of picture group between the two key frames. The higher
this value is, the less is the load to the network, but the quality of the video is
affected. The value is entered manually or with the help of spin box.
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Video streaming

192.168.3.80
Channel 1
Encoder and resolution(pixels) [JPEG T20x576 B
Frame rate, fps 25 ]%
Encoding interval ] | =1
Bitrate limit, kbps 1024 =
Quality [=0) |
GOV length 0 3%1

Set the necessary values and click Apply.
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5.1 Default Annotation and Analytics Configuration.

ONVIF Device Manager has default annotation and analytics settings and is
ready to use with any device. It is possible to view the settings with a double-
click on Annotation Module Default Annotation and Analytics Module Default
Analytics respectively.

To modify analytics module, click on Analytics Module Default Analytics and
then click Modify.

| Available maodules ; | |&wailable rules |

|.-'lnn-:utati-:unh-'1|:udule Defaultfbnnotation |

|.&na|}-'ti|:sr'-.-'1|:|du|e Defaultfnalytics

[ Create ] [ Delete ]
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5.2 Object Tracker Configuration

Object tracker | Depth calibration I Tampering detectors I Antishaker l

192.168.7.72
Channel 1

(V| Enable object tracker

Contrast sensitivity [ - J

Displacement sensitivity | = J

1. Specify the region where object tracking should be applied. For this, move
the sides of the red rectangle by dragging its corners with the mouse left
button.

2. In order to create additional corners, double click on one of rectangle sides
in any place. Holding mouse left button, move the new point to the
necessary position until a new polygon corner is formed. The same way
create other polygon corners.

3. Position the polygon so that its borders correspond to the tracking region.
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4. Check Enable object tracker to make other parameters editable.

5. Set necessary contrast sensitivity by moving the slider. This value denotes
how contrastive an object should be to be detected against the backround.
For example, at high contrast sensitivity a peson in dark clothes is more
likely to be detected against dark background.

6. By moving the slider, set displacement sensitivity. It denotes which distance
a person or vehicle should cover in the video to be detected as a moving
object. At high displacement sensitivity, a short distance is enough for
detection.

7. Video analytics can be configured to track only objects moving in a certain
direction. For this, select the directions you need at the octangular figure on
the left. The selected directions turn gray after a mouse click.

8. To select all the directions at once, use A/l button. None button diselects
everything.

9. To save the settings click Apply.
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5.3 Depth Calibration

Calibration allows relating object sizes in the video with their real sizes. ONVIF
Device Manager supports two types of calibration.

5.3.1 Height Calibration

This calibration type requires specifying the following parameters:

e Camera matrix format
e Focal length, mm
e Marker real height, cm

1. Open Depth calibration tab in Analytics section.
2. Select Height Marker calibration type.

3. Select an object in the video that has equal height at its different parts (eg.,
a fence). It is important to measure the height from the ground.

4. Set both markers against objects of the same height (see the picture).
Marker height can be changed by dragging its upper and lower points (the
cursor assuming the form of a vertical arrow).

Analytics
Object tracker | Depth calibration iTampermg detectors I Antishaker l
T—

rendering §p
1r~:0d|rq§# 1" ﬂ ““” ' ”" ”’
—— -

lll

LS

© Height marker Matrix format -3
) 2D-marker Y =
Marker real heigth, cm | 180 Focal length, mm | 4,50 EI

Apply ’:_'(":i‘a'n'c—féi&
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5. To move the marker, drag it to the necessary position with the mouse left
button.

6. Fill in the necessary fields under the video: from the dropdown select matrix

format, specify focal length and height of the real object related to the
markers.

7. Save the settings by clicking Apply.
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5.3.2 2D-Calibration

Does not require specifying matrix format and camera focal length. For this
calibration type it is necessary to specify height and width of the real object
(mm) shown in the video at different distance from the camera. The easiest
way is calibration by a person’s picture.

1. Select 2D-marker.

2. The person stands within camera view in the background. The first 2D-
marker should be positioned in such a way that vertically it corresponded to
the person’s height and horizontally to the space he takes.

3. The first 2D-marker remains in the same position. The person moves to the
foreground within camera view and stands in the same position as the first
time. Place the second marker the same way as the first.

4. Fill in the parameters under the video: real object width and height (mm).

5. Save the settings by clicking Apply.

Analytics
Objecttracker Depthcahbratmn Tampering detectors | Antishaker

T > U

e-———t—ﬁ"g" The person's :

" first position

) -/ {8z 468 'y 12.08. 2998
LL G 4 14:47:52. 9
\ oy BTN L¥ o,

) Height marker
@ 2D-marker

Marker real width, cm | 60

<[> lI<[>

Marker real heigth, crm | 180
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5.4 HacTpoiKa cepBHUCHBIX AeTEKTOPOB
1. Go to Tampering detectors tab in Analytics section.
2. Check situations that require automatic notification.

e Camera redirected
¢ Camera obstructed
¢ Image too dark

¢ Image too blurry

¢ Image too bright

e Image too noisy

| Object tracker l Depth calibration I Tampering detectors Antishaker

refid@ling

IZ] Camera obstructed

[ JImage too dark

Image too blurry
Image too bright
] Image too noisy

3. Save the settings by clicking Apply.
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5.5 Antishaker Settings

1. In Antishaker tab check Enable Antishaker.

2. In the video select a region containing typical scene elements against which
the camera should be stabilized (road, columns, fence). For this, holding left
mouse button move the blue rectangle corner points until it is reduced to a
needed size.

3. Some moving elements like large vehicles and shaking trees can be present
in antihaker zone. But it is highly recommended to exclude elements
certainly not suitable for stabilization, like black video frame or the sky.

Analytics

| Object tracker I Depth calibration I Tampering detectors l Antlshaker

re !u'jr‘fl}l]f‘
decadihg fp

4. Save the settings by clicking Apply.
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5.6 Annotation Settings

1. In Analytics tab in Available modules section select Annotation Module
Default Annotation and click Modify.

2. In annotation window select elements to show in the video.

¢ Annotate moving rects

e Annotate speed

¢ Annotate time stamp

¢ Annotate system information
e Annotate channel name

¢ Annotate tracking

e Annotate user region

e Annotation rules

e Annotate calibration results

Analytics

[] Annotate moving rects [v] Annotate tracking
[[] Annotate speed [v] Annotate user region
[v] Annotate time stamp [v] Annotate rules

[] Annotate system information [_| Annotate calibration results

[v] Annotate channel name

3. To save the settings, click Apply.
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5.7 Configuring Analytics in Text Format

Alongside with the described ways of _

configuring analytics and annotation, the @

application provides an alternative way |
of configuring with disabled video o1 |
plugins. a |
This way is used to configure analytics |£
on devices by certain manufacturers, like |%
Axis, or in case it is necessary to s |
configure parameters absent in video :j
plugin. @

O

1. In order to enable this way of
configuration, uncheck Enable pugins 0

in Application settings ( button). -

O
2. Go to Analytics tab of the selected | = "m™hercrer
channel. -1.997 5]
D.QQT%
3. Check necessary options and set o072
exact number values in the relevant ng?
fields. =]

| MarkerCalibration

» | CombinedharkerCalibration

4. Annotation and Rules are configured
the same way with disabled plugins.

~ | CombinedMarkers

# | UserRegion

« | Rose

+ | Points

+ | Points

+ | Points

w | Points

w | Points

« | Paints

.Apply Cancel ]
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5.8 Additional Video Analytics Settings

Besides configuration in manual or text format, the application supports
analytics configuration via the file containing program code.

It is strongly recommended that this type of configuration is
performed by specially trained personnel, as incorrectly changed
parameters can damage the system.

1. Go to Web page to video analytics tab.

2. In Extended paramenters section download the source file of each channel
by clicking Download. The file is saved to your hard drive.

3. Edit the file the way you need and save the changes.

4. Click Browse on the relevant channel and select the edited file from the
hard drive. Click Apply. The status will change from Default to Changed.

5. To remove the edited file from the system and restore the default settings,
click Delete.

Video inputs Metwork Video analytics PTZ node Recorder Mailer Cloud Support

Video analytics

Activation

The device will restart after activating.

License

Activated Apply Delete

Extended parameters

Channel

Channel 0

VIDEQ SOURCE 0 IC:\Users‘\oksana.nesterm Browse... I Apply Changed Download Deleta
rsp H264 720x576

Channel 1

[ Browse.. | Apply Default Download Delete
VIDEQ_SOURCE_1

ru|en
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6.1 Tripwire Rule

A tripwire rule means defining a tripwire in tracking zone, crossing which in
one or both directions is regarded as an alarm event. For example, the tripwire
is drawn in the driveway to the yard. An event is generated each time a person
or vehicle come into the yard.

1. Go to Analytics tab of the selected video channel.

2. Click Create in Available Rules section.

p L .
| Awvailable modules : | | Svailable rules : |

|.&nnntatinnMDdule Defaultbnnotation |

[&nalyticshodule Defaultfnalytics |

3. In the next window specify the rule name.

4. In Type dropdown select Trip Wire Rule.

et name: | Rule 1| |

Set type! |TripWireRu|e |v|

[ Continue l [ Cancel l

5. Click Continue.

A video frame will open with a red line in the center of the screen. Here you
can define the rule settings.

6. Move the line by dragging its end points until it reaches necessary length
and position.
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7. Define in which directions crossing the line is meaningful. For this purpose,
click on one of the arrows in the middle of the line. When crossing the line
in this direction, an alarm event is created. When both directions are
selected (two arrows are marked), the event is registered in all the cases of

crossing the line.

Rules

rendering fp
decoding fp

192.168.7.68
Channel 2

Apply

8. To save the settings, click Apply.
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6.2 Region Rule

A region rule enables you to set a region and allow or forbid certain actions
inside it. Depending on the settings, an alarm event is generated each time the
rule is violated.

1. To create a region rule go to Analytics tab of the relevant channel.
2. Click Create in Available rules section.

3. In the next window specify the rule name.

Set name! | Rule 2 |

Zet type: |REgiDnRuIe |v|

| Continue | | Cancel |

4. In Type dropdown select Region Rule. Click Continue.
The video frame will open, where you can define the rule settings.

5. In the center of the frame there is a red rectangle. You can change its size
and shape by dragging its corner points with the left mouse button until it
covers the rule region (if the rule region is tetragonal by shape).

6. In order to add another corner (in case the rule region has the form of a
polygon with five or more corners), double click on one of its sides in any
place to form a new point. Drag it to form a new corner of the polygon.

7. Create other polygon corners and align its sides with the borders of the rule
region (see the picture below).

8. Under the video check the options the analytics should react to in the rule
region.

9. Motion tracks moving within the region.

10. Loitering means someone’s walking around a place during a certain time,
or insignificant moving at a low speed. In order to detect such behaviour,
check Loitering and specify its time.

11. To detect runnig within the region, select Speeding over... with specifying
speed and time.

12. To generate an event when an object was abandoned withing the rule
region check Abandoned item.

13. Save the settings by clicking Apply.
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192.168.0.8
Channel 1

[v| Motion
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ONVIF Device Manager is optimized to control a Pan-Tilt-Zoom camera. While
connecting the camera, follow the manufacturer’s instructions. The correctly
connected camera is displayed in the device list.

7.1 Common Settings

1. Go to Web page to PTZ Node.

2. Default PTZ Speed including Pan min, Pan max, Tilt min and Tilt max
correspond to PelcoD standard.

Change the settings, if necessary.

3. Specify PTZ-node address for each channel (number value). Zero value is
also an address, it does not mean absence of device.

4. To save the settings, click Apply.

Video inputs Metwork Video analytics PTZ node Recorder Mailer Cloud Support

PTZ node
PTZ speed: 4800
Pan min: 0
Pan max: 35000
Pan mirrar neg
Tilt min: 0
Tilt max: 35999

Tilt mirror neg

PTZ node address

Channel 0
VIDEO_SOURCE_0 0
rtsp H264 T20x576

Channel 1
1
VIDEQ_SOURCE_1

Apply | Cancel
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7.2 Camera Movement Settings

1. Open PTZ control tab.

192.168.0.175
Channel 2

2. Adjust camera position with the help of arrow buttons in the center of the
screen and zoom buttons at the right top corner. This view will be used as
home position.

3. Open Quick Settings section in the right lower corner of the screen.
4. Click Set Home.

The camera will turn back to this position each time you click Home in the left
part of the screen.

5. The same way set additional camera position. In Quick Settings section
enter the name of the camera new position and click Set Preset. The preset
is displayed in the list in the left part of the screen.

6. In order to set the camera in preset position, select it in the list and click Go
to. The camera will automatically turn to this position.
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7. In Quick Settings section set tilt, pan and zoom speed.

8. Select camera move type: relative or absolute. For absolute move the exact
final position is specified, for the relative - the final position is calculated
basing on the current camera position.

CuHesnc | UG-ODM-RU-120-503-6 | V 1.1 48



ONVIF Device Manager | User Guide

Profile is a complex of the following settings:

e Video Source Configuration

e Video Encoder Configuration
e PTZ Configuration

e Video Analytics Configuration
e Metadata Configuration

The application allows creating profiles of different configuration, eg., a profile
without video analytics, only transmitting video, or a profile supporting PTZ
configuration for a separate camera. Disabling unused functions helps unload
video transmission channel. To change configuration, it is enough to select
another profile without changing the settings manually.

By default there are two profiles for H264 and JPEG encoders.

1. To create a new profile, click Create in Profiles tab.

CH-A-H264 Details :
CH-A-JPEG

[ Start view expanded
harne: CH-A-H264
tokern: PROFILE_D
fixed: False

|g,' Wideo Source Configuration: “ideo Source Configuration 0 |

|:',' Yideo Encoder Configuration: HZ264 encoder for channel & |

|:',' PTZ Configuration: PTZ configuration for channel 1 ptz nu:u:le|

|g,' Wideo Analytics Configuration:  AMALYTICE 0 |

|:',' Metadata Configuration: RETADATL 1 |

I. Create ' Delete “ Edit “ Selectl

2. In the next window specify the profile name and check audio and/or video
source configuration.

3. Configuration of the checked source will be included in the profile. Uncheck
audio configuration to reduce the load to the channel (eg., in case your
device does not transmit audio).
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Profile narmedf Profile 1

[v] Video Source Configuration |‘u‘ideo Source Configuration 0 |E]

[ Audio Source Configuration |Audio Source Configuration 0 |E]

[Apply I Edit I Cancel ]

4. To continue profile configuration click Edit.

5. In the next window check profile components you need.

(v Wideo Encoder Configuration H264 encoder for channel & E]

Audio Encoder Configuration

@ Video Analytic Configuration ANALYTICS 0 =
(¥ PTZ Configuration PTZ configuration for channel 2 ptz node E]
[ Metadata Configuration  METADATA 0 =

6. In the right column default configuration is described. To view and change
default configuration settings, click on the gray button in the corresponding
line.

7. In the left window highlight a setting and click Select. The details will show
in the window on the left.

H264 encoder for channel & Details

H264 encoder for channel B| — ;
IPEG encoder for channel A || Start view expanded

IPEG encoder for channel B| [name: IPEG encoder for channel A
token: WIDED_EMCODER_2

use count: 1

encoding: JPEG

resolution: 720576

session timeout: PTZ0.0005
quality: 6l

frame rate; 25

hitrate: 1024

encoding intersal: 1

8. The same way select and configure other profile components. Click Apply.

9. After the profile settings are configured, select it in the list on the left.
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Profile 1 Details
CH-A-Hie4 —
CH-A-IPEG [ | Start wiew expanded

natre: FProfile 1
token: PROFILE S
fixed: False

|J*~:f:" Yideo Source Configuration:  Yideo Source Configuration 0

[ Create H Delete H Edit l[ Select

All the profile components will appear in the configured channel menu.

10. To delete a profile from the list, highlight it and click Delete.
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Metadata is text information associated with a video analytics event.
To view it, open Metadata tab of the relevant channel.

In Metadata details you can view detailed information on the selected
metadata fragment.

Cknaj, Bxojge oduc Metadata

Identification + | Metadata canfiguration

Time settings | Metadata details

Iaintenance
Metwark settings - <tt:MetadataStream> F

»

User management - “thiBvent>

- - . - <wsnt:NotificationMassage>

M <vwsnt: Topic Dialect="http:/ /docs.casis-open.org/wsn /- =
System log 1/TopicExpression/Concrete">tns1:RuleEngine/LineDetector{tnsx:0Object</vsnt: Topic>

- - <wsnt:Message>

M - <tt:Message UtcTime="1870-01-01T00:26:122" PropertyOperation="Initialized" > i
Wileh page - <tt:Source>

- . <tt:Simpleltem Name="Rule" Value="Vorota"/>

Events

<tt:Simpleltemn Name="VideoAnalyticsConfigurationToken" Value="ANALYTICS_0"/>

<tt:Simpleltemn Mame="VideoSourceConfigurationToken"
NYT value="VIDEOQ_SOURCE_CONFIG_0'"/=
. - </thiSource>
| VIDEO_ SOURCE 0: axxon0 | o <ttikKey=
- o <tt:Simpleltern Name="0bjectId" value="85"/>
Live video </th: ey
Wideo streaming - <tb:Dataz o
e — <tt:Simpleltern Name="Direction" Vzlue="Unknown"/>
Analytics <tt:Simpleltemn Name="HasCrossed" Valuse="false"/>
Rules <tt:Simpleltarm Name="Position" Value="(-0.276772,-0.228261)"/>
v <tt:Simplelterm Namea="Spead" Vzlu=="0.949510"/>
Metadata </tt:Data> b4
Profiles
- |:neta type: Event L
tns 1 Videodnalytics/tnsx Objecthotion:

|:neta type: Event
Live video tnsl: RuleEngine/LineDetector/thsx Objecttnsl: RuleEngine/LineDetector/tnse Objecttnsl: RuleEngine/LineDetector/tns:: Obje
Wideno strearning

rieta type: Bvent

Analytics tnsl: RuleErgine/LineDetectorthse Objecttnsl RuleEngine/LineDetectorftnse ObjecttnsL RuleEngine/LineDetectorfns: Obje

Rules |:neta type: Event

hetadata ths L Videolhalyticsfthse Objecthotion:

Profiles |:neta type: Event -
ths L Videodhalyticsfths Motiondlarm: -
<4 |

For Metadata configuration see the picture below.

For detailed rules of filter management consult ONVIF specification
http://www.onvif.org/specs/core/ONVIF-Core-Specification-v220.pdf, chapters
9.5.5 and 9.7.3.
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Metadata
# | hetadata configuration

[Include analityes

Filters:
[v]Include events

Filter expression settings:
bxpresion typs [Topc Concrnalf]
Content hoolean(//h:Simpleltem[@MNarme="VideaSourceConfig Expression | Ohjecthdotion | [ Add filter l
Topic Objecthdotion ~ 1 Mare details:

Prefix list
tnsl hittp:/ fonnen, onwif orgfeerllftopics
thisx itk Annnens, snie sis.puforeiftopics
t® hittpef Anenene oneif org feerllschermna
TopicSet
- <rogot=

- <tnsl:VideoSource>

m»

=

- <tnsx:Signalloss wstop:topic="true">
- <tti:MessageDescription
IsProperty="true">
- <tt:Source>
=tt:SimpleltamDescription
Type="tt:ReferenceToken"

Name="VideoSourceToken"/>
</tt:Source>

- «<tt:Data>
=tt:SimpleltamDescription
Type="xs:boolean" -
4 m

b
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This document provides only the easiest ways of troubleshooting. If you are
not sure vyou will manage vyourself, consult our support service
(support@synesis.ru phone.+7 (495) 660-77-47)

Information on what may have caused the trouble in the application is
contained in System log.

1. In order to get the information about the operations on the device, go to
System log tab.

2. Select System as log type and click Get.

System log

Select systern log type: | Systern vl Get l

Jan 103:22:21 (noned authiinfo app[570]: orwif; ACCESS to Pullkdessages frorm HOST: 192,168.0,12 by USER: admin GRAMTED &
lan 102:22:21 (noned auth.info app[570]: omeif: SACCESS to Renew from HOST: 192,168.0,12 by USER: adimin GRAMTED

lan 103:22:21 (none) auth.info app[370]: oreif: ACCESS to Pullbdessages from HOST: 192,168,012 by USER: adrmin GRAMNTED
lan 103:22:21 fnoned usersvarn app[370]: app: Problern detected in TWP514%, channel 0 (00 = 0x5)

lan 102:22:28 (noned auth.info app[5370]: omeif: SACCESS to Renew from HOST: 192,168.0,12 by USER: admin GRAMTED

lan 102:22:28 (noned auth.info app[570]: omeif: ACCESS to Pullbessages from HOST: 192,168,0,12 by USER: adrmin GRAMNTED
lan 103:22:28 (none) auth.info app[370]: areeif: ACCESS to Renews from HOST: 192,168,012 by USER: adrmin GRAMTED

lan 103:22:29 l{nu:une]l auth |nfc: app[S?I]] u:un'-.-'lf ACCESS to Pullbessages from HOST: 192,168,0,12 by USER: adrmin GRAMNTED

I A 07544 Fo oo o P L R bbb PR AL AT T bbb

3. To save the information into a separate file (.txt) and click icon.
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10.1 Configuration Backup

Configuration backup allows restoring the correct settings in case they have
been damaged, reset or lost after the device break down. It is possible to back
up all the settings, except video stream processing parameters that are stored
in the form of profiles.

1. To save the current settings, go to Maintenance tab.

Maintenance

Configuration | Backup | | Restare |
Softfactory reset | Soft reset |

Hard factary reset | Hard reset |

Reboot device | Reboot |

Firrrwvare | Upgrade | | 12615006 |

2. Click Backup in Configuration line. You will be offered to save the settings
into a separate file with .backup extension.

When necessary, you can import the backup file with the help of Restore
button.
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10.2 Configuration Backup in Packet Mode

1. In order to restore configuration on several devices simultaneously, click e

button in the right top corner and select Batch settings restore (h

in Background tasks window).

button

Background tasks

[ Cancel all running tasks || Rermowe all finished tasks H Close l

2. In filters select the device manufacturer, model and firmware version.

Batch settings restore x

Filters:
IManufacturer:|S}-’nesis |v"v10de|:|ME—2 |vIIFirmware:|1235.5525 |v|
Mame: Cknaa Bxof B odike Address: 192.168.7.72 Manufacturer: Syhesis Model: ME-2 Firmuwrare: 12355525 ]
Mame: Bxog B odmc(2@ atax), | Address: 192,168, 7.658 Manufacturer: ynesis Model: ME-2 Firmwrare: 12355525 ]
|:| Mame: ME-2 Address: 192,168.0,12  Manufackurer: Synesis Model: ME-2 Firmware: 12355525 ]
Mame: fMecTHUUa [1eid aTax), R Address: 192.168.7.71  Manufacturer: Synesis Model: ME-2 Firmwrare: 1235 5525 ]

[ Batch upgrade § Close l

3. Check only the devices requiring settings restore and click Batch Upgrade.
4. In the next window select the backup file.

5. Settings restore will start in the background mode.
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Background tasks x
y

Q Restore device Oksana @
R Address: 192,168.0.48

[ Cancel all running tasks || Rernove all finished tasks || Close ]

6. After the restore is completed, the following message will appear.

Background tasks x
3

Festore device Oksana x

Completed successfully
Address: 192,168,048

[ Cancel all running tasks H Rernowve all finished tasks || Close ]

7. In order to clear the list, click Remove all finished tasks.
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10.3 Firmware Upgrade (for devices by Synesis)

10.3.1 Firmware Upgrade for a Single Device

Firmware version is regularly upgraded and is available to download from
Synesis website (http://synesis.ru/ru/surveillance/downloads).

1. Download a file from Synesis web-site (with .bin extension), corresponding
to your device.

2. Click Upgrade at Maintenance tab.

Configuration l Backup l l Restore ]

Soft factory reset | Soft reset

Hard factory reset Hard reset

Hi

Reboot dewvice | Reboot

Firrnwvare | Upgrade || 12015626

The following message is displayed:

Upgrading firmware

Upgrading firmmaare...
v —

[l autarnatically close when finished[ Background || Cancel l

3. You can switch the process to the background or check automatically close
when finished option.

4. After the process has been finished, the following message is displayed.

¥ Upgrade completed successfully

| Close

Firmware update does not affect video analytics settings and
other functions, so recurrent device configuration is not required.
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10.3.2 Firmware Upgrade in Batch Mode

ONVIF Device Manager allows upgrading the firmware in batch mode for all the
devices connected.

1. Click =4 icon in the top right corner to open Background tasks window.

Background tasks

[ Cancel all running tasks H Rermove all finished tasks || Close ]

2. In Backgroud tasks click i]

3. In filters select manufacturer and the model of devices to upgrade.

Batch firmware upgrade b4

Filters:

IManufacturer:lSynesis |vIMnde|:|MB—2 |v|

Mame: ME-2 Address: 192,168.3.55 Manufacturer: Synesis Model: MEB-2 Firmware: 1292 5708 :I
Mame: MEB-2 Address: 192,168.0.122 Manufacturer: Synesis Model: ME-2 Firmwrare: 1235.5525 ]
Mame: Cknag Bxof B odikc Address: 192,168.7.72 Manufacturer: Synesis Model: MEB-2 Firmware: 12355525 ]
Mame: re-2 Address: 192.166.0.126  Manufackurer: Synesis Model: bE-2 Firmware: 1292.570& ]
D Mame: Bxog B obuc(26 3Tax), | Address: 192,168,766 Manufacturen: Synesis Model: ME-2 Firmware: 12355525 ]
D Mame: Bxon B saaHKe, Mapkos Address: 192,168.7.70 Manufacturer: Synesis Model: MEB-2 Firmware: 1280.5675 ]
Mame: NecTHUUE (1A 3Tax), B Address: 192.168.7.71  Mamdfacturer: Synesis Model: MEB-2 Firmware: 12355525 ]
Mame: I'SMIDDELARE-771  Address: 192.1658.0.175  Manufacturer: Synesis Model: ME-2 Firmware: 1281.5686 ]
Mame: AEapliHBIE Bbixod, Mo, Address: 192,168.7.73 Manufacturer: Synesis Model: MEB-2 Firmware: 1287.5686 ]
Mame: ME-2 Address: 192.168.3.80 Manufacturer: Synesis Model: ME-2 Firmware: 1291.5702 :I
Mame: Oksana Address: 192,168.0,45 Manufacturer: Synesis Model: MEB-2 Firmware: 1281.5686 ]
[ Batch upgrade H Close ]

4. Leave checked only those devices in the list that reqire upgrade.

5. Click Batch upgrade. The upgrade will start in batch mode.
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Background tasks ®
o

Q Upgarde firmmare for Oksana @
SR Address: 192,168.0.48

[ Cancel all running tasks || Remove all finished tasks || Clase l

6. In order to cancel firmware upgrade, click Cancel all running tasks.

After the upgrade is complete, the following message will appear.

Background tasks x
io

Upgarde firrmweare for Oksana *

Cornpleted successfully
Address: 192,168.0,43

l Cancel all running tasks || Rermowve all finished tasks || Close ]

7. To clear the list, click Remove all finished tasks.
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10.4 Device Reboot

Device reboot can help repair insignificant faults of video analytics or other
functions, caused by hardware failures. When you need to solve a problem
with your device individually, it is recommended to reboot it first.

Click Reboot in Maintenance tab. The following message is displayed.

., Rebooting in 3 seconds. It may take up to 120 seconds. Please

“ waait when dewvice will appear in device list,
Close

After the reboot the device appears in the list on the left.
10.5 Soft Factory Reset

During soft reset all except the network settings are discarded. Soft reset is
applied in cases when the network is configured correctly, but the rest of the
settings should be discarded.

Click Soft Reset at Maintenance tab. After reset the following message is

TR )

B Factory default settings have been applied successfully, Please

7 waait when itwill appearin dewvice list,
| Close

10.6 Hard Factory Reset

During hard factory reset all the settings are discarded. If your network
settings do not coincide with the default application settings, you will have to
configure the network again.

Click Hard Reset in maintenance tab. After the reset the following message is
displayed.

Factory default settings have been applied successfully, Device is
" being reboated. Please wait when it will appear in device list,

| Close
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, synesis
o
®

LLC "Synesis"

Russian Federation, 107078, Moscow,
Sadovaya-Chernogriazskaya str., 3-B
korp. 1, off. 54

+7 (495) 660-77-47

LLC "Synesis"

Republic of Belarus, 220043
Minsk, pr-t Nezavisimosti, 95
pom. 12, off. 316

+375 (17) 281-77-85

ONVIF Device Manager user forum
http://sourceforge.net/projects/onvifdm/forums

Customer service center:
http://mbx.synesis.ru/

The information in the document can be changed without notification.
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